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Outline

• Why is Supply Chain Risk Management Important

• Strategic Context

• Supply Chain Risk Assessment Service Solutions

– What exists and what are the potential benefits

• How are we assessing supply chain risks

• How are we leveraging risk and threat information

• Lessons observed in establishing this capacity
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Why is Supply Chain Risk Management Important

Source: Business Insider Source: The New York Times
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Strategic Context
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“Canada’s prosperity – and 

middle class jobs – depend 

upon…ensuring our supply 

chains are strong and 

resilient.”

2021 Speech from the 

Throne

“Ensure the CAF is a 21st 

century military with the 

capabilities, equipment and 

culture to implement Canada’s 

Defence Policy…and anticipate 

and respond to the full range of 

current and emerging threats”

MND Mandate Letter

“The two leaders launched a 

strategy to strengthen Canada-

U.S. supply chain security and 

agreed to reinforce our deeply 

interconnected and mutually 

beneficial economic 

relationship. ”

Roadmap for a renewed US –

Canada Partnership 2021



UNCLASSIFIED – FOR PUBLIC DISTRIBUTION

Supply Chain Risk Assessment Solutions

• We’ve been investigating solutions since Fall 

2017

• Different companies offer different approaches

• Have run a pilot project with one supplier and a 

specific Defence System

• Established a Contract with Task Authorization 

for illumination and assessment services

• Collaboration with our allies in this space
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Potential Benefits

• For the acquisition process:

– Pre-RFP:

• Socialize intent to leverage Supply Chain Identification and Risk Assessment with Potential 
Suppliers or Qualified Suppliers (incentivizes good governance)

– RFP: 

• Inclusion of specific Supply Chain Identification and Risk Assessment Criteria for Bid Evaluation 
(possible link to Capability Delivery Risk Evaluation)

• Notify suppliers (Bid Instructions) with intent to conduct with Supply Chain Risk Assessments

– After contract award: 

• Conduct assessment to monitor supply chain risks throughout the contract

• Anytime following the Contract Award when there is an indication of a change in partnership within 
the major suppliers in the supply chain

• In-Service Support:
– As a means to identify risk areas before contract renewal 

• Could be used as part of the Sustainment Business Case Analysis criteria

– As a means of mitigating new risks in the supply chain throughout the existing contracted work

– Obsolescence of spare parts
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How are we conducting Supply Chain Risk Assessments

• Have entered into contract with Ernst and Young (EY) for Supply 

Chain Illumination and Risk Assessment services

– EY BRETA tool provides automated analysis to help analysts focus on 

detailed manual analysis for most significant risks as defined by the client

• Currently illuminating and assessing supply chain risks for single 

military platforms

• Risk Assessments being integrated in overall project/platform risk 

registers
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What are the steps of Supply Chain Illumination and Risk Assessment

• Illumination/identification

– Identify all suppliers within a supply chain, from prime contractor all the way down to 

suppliers of raw material

• Risk identification and analysis

– Determine problems or potential risk points in the supply chain based on the illumination

• Mitigating Recommendations

– Provide recommendations to reduce supply chain risks

• Continuous Monitoring

– Maintain the illumination of the supply chain as it changes over time and adapt
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EY BRETA Threat Dimensions
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EY BRETA Client Dashboard
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EY BRETA Client Dashboard
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EY BRETA Client Dashboard
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How are we leveraging this information

• Leveraging in contract negotiations

– Obtaining parental guarantees

• Obtaining picture of supply chain distribution

– Are the sub-suppliers in countries of concern?

– Is the current supply chain providing best value to GoC?

• Exercising due diligence

• Sharing risk picture of our supply chains with 5-Eyes partners for 

common equipment

• Not all risk mitigation options can be exercised in current 

contracting construct
13
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Lessons observed in establishing the capacity

• RFP criteria for the service contract should focus on both the 

experience and the toolsets available

• Consider including a subscription to the service providers supply 

chain illumination tool

• Internal capacity to review analysis and dashboards needs to be 

considered

• Supply Chain Illuminations are limited to supplier relationships, 

level of fidelity decreases significantly below tier 2. Whether a tier 

2/3/4 supplier is actually supplying to DND is not definitive and 

requires manual analysis
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Conclusion
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• Illuminating our supply chains is key to understanding the potential 

risks

• Risks must be contextualized and understood 

• Risks must be dealt with to ensure supply chain resiliency and 

maintain capabilities / delivery of our departments’ core mandates

• Work remains to develop approaches to execute risk mitigation 

options
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