
UNCLASSIFIED – FOR PUBLIC DISTRIBUTION

Shedding Light on the Supply 
Chain

Department of National Defence

Director General Materiel Systems and Supply Chain

ASSISTANT DEPUTY MINISTER (MATERIEL)

CIPMM Symposium – Emerging Trends in 
Materiel Management

1 December 2022



UNCLASSIFIED – FOR PUBLIC DISTRIBUTION

Outline

• Why is Supply Chain Risk Management Important

• How are we assessing supply chain risks

• How are we leveraging risk and threat information

• What’s in it for you as procurement and materiel management 
specialists
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Why is Supply Chain Risk Management Important

Source: Business Insider Source: The New York Times
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Risk Management

• Need to understand the risks

• Need to capture the risks in context

• Need to ensure stakeholders and decision makers understand 

these risks

• Need to decide what actions to take with the risks

• Need to monitor the risks
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So how can we understand our supply chain risks?
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Supply Chain Risk Assessment Solutions

• We’ve been investigating solutions since Fall

2017

• Different companies offer different approaches

• Have run a pilot project with one supplier and a 

specific Defence System

• Established a Contract with Task Authorization

for illumination and assessment services

• Collaboration with our allies in this space
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Potential Benefits

• For the acquisition process:
– Pre-RFP:

• Socialize intent to leverage Supply Chain Identification and Risk Assessment with Potential 
Suppliers or Qualified Suppliers (incentivizes good governance)

– RFP: 

• Inclusion of specific Supply Chain Identification and Risk Assessment Criteria for Bid Evaluation 
(possible link to Capability Delivery Risk Evaluation)

• Notify suppliers (Bid Instructions) with intent to conduct with Supply Chain Risk Assessments

– After contract award: 

• Conduct assessment to monitor supply chain risks throughout the contract

• Anytime following the Contract Award when there is an indication of a change in partnership within 
the major suppliers in the supply chain

• In-Service Support:
– As a means to identify risk areas before contract renewal 

• Could be used as part of the Sustainment Business Case Analysis criteria

– As a means of mitigiting new risks in the supply chain throughout the existing contracted work

– Obsolescence of spare parts
6
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How are we conducting Supply Chain Risk Assessments

• Have entered into contract with Ernst and Young (EY) for Supply 

Chain Illumination and Risk Assessment services

– EY BRETA tool provides automated analysis to help analysts focus on 

detailed manual analysis for most significant risks as defined by the client

• Currently illuminating and assessing supply chain risks for single 

military platforms

• Risk Assessments being integrated in overall project/platform risk 

registers
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Operational
Risk

Obsolescence
Risk

Physical and 
Personnel 
Security Risk

Cybersecurity Risk Economic
Risk

Quality and 
Technical Risk

Geographical
and 
Environmental
Risk

Regulatory
Risk

Transportation
network 
disruptions

Parts no longer 
manufactured
by OEM

Theft of intellectual
property

Cyber vulnerabilities
in the suppliers
products

Poor credit
rating 
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non-conforming
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Environmental
regulatory
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products by 
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Cyber breaches in the 
suppliers’ networks
as entry to 
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supplier recalls
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Loss of 
productivity or 
manufacturing
capacity

Product life 
expectancy
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What are the steps of Supply Chain Illumination and Risk Assessment

• Illumination/identification

– Identify all suppliers within a supply chain, from prime contractor all the way down to 
suppliers of raw material

• Risk identification and analysis

– Determine problems or potential risk points in the supply chain based on the illumination

• Mitigating Recommendations

– Provide recommendations to reduce supply chain risks

• Continuous Monitoring

– Maintain the illumination of the supply chain as it changes over time and adapt
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EY BRETA Threat Dimensions
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EY BRETA Client Dashboard
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EY BRETA Client Dashboard
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EY BRETA Client Dashboard
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EY BRETA Client Dashboard
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How are we leveraging this information

• Leveraging in contract negotiations

– Obtaining parental guarantees

– Negotiating better pricing

• Obtaining picture of supply chain distribution

– Are the sub-suppliers in countries of concern?

– Is the current supply chain providing best value to GoC?

• Sharing risk picture of our supply chains with 5-Eyes partners for 

common equipment
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What’s in it for you as procurement and materiel management 
specialists / things to ponder

• New risk/threat information may open opportunities during contract 

negotiations

• Supply chain risk assessments may require us to look at alternate sources of 

supply

– Are our contracts flexible for this, can new contracts adapt to changing requirements?

• Knowing which companies have higher risk allow us to focus on which 

materiel requires a more robust quality assurance program

• May drive maintenance inspection periodicity based on known risks to 

suppliers (limit potential failures by increasing periodic maintenance)

• Understand what options are available if there are un-forecasted supply 

chain disruptions

• How can we use this information in a feedback loop (vendor performance)?
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Conclusion
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• Illuminating our supply chains is key to understanding the potential 

risks

• Risks must be contextualized and understood 

• Government procurement and materiel management specialists 

should be aware of the developments in this space and ask questions 

as to whether the procurement considers supply chain risks

• Risks must be dealt with to ensure supply chain resiliency and 

maintain capabilities / delivery of our departments’ core mandates
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